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ABSTRACT

Physically Unclonable Functions (PUFs) extract secret keys from in-
trinsic hardware, offering strong resistance to cloning and physical
tampering. SRAM PUFs reuse memory at start-up but are sensitive
to environmental noise. We present a two-stage scheme to extract
reliable cryptographic keys from SRAM PUFs. The scheme extends
our prior single-stage TMVS approach to reduce memory overhead
while maintaining reliability. The method first extracts intermedi-
ate reliable bits from raw SRAM responses, then reapplies TMVS
to achieve the target key error probability 107¢ with 128-bit keys.
The two-stage cascade maintains all the benefits of the original
design (low-complexity majority voting decoder, single SRAM mea-
surement, low entropy loss) while reducing the SRAM memory
overhead by 3.5% for 7.5% raw bit error rates. Our analysis reveals
new error-memory trade-offs, demonstrating that the TS-TMVS
maintains practical computational and memory requirements for
resource-constrained devices.
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1 INTRODUCTION

Physically Unclonable Functions (PUFs), such as SRAM PUFs, gen-
erate device-specific fingerprints through manufacturing variations.
Their raw responses exhibit instability due to environmental factors
and aging, which requires error correction for cryptographic appli-
cations. Traditional approaches employ fuzzy extractors with Error
Correcting Codes (ECCs) to achieve key error probabilities below
107°, but face implementation challenges in resource-constrained
devices such as Single-Chip picro Motes (SCuM) [5, 12]. While pow-
erful ECCs meet reliability targets, their computational complexity
makes them impractical for many embedded systems. Simpler ap-
proaches like repetition codes rely on a simple majority voting
decoder but incur excessive entropy loss. Recent concatenated cod-
ing schemes [8], with an inner code for initial error reduction and
an outer code for final correction, offer a promising alternative
by combining multiple coding layers to distribute computational
complexity while maintaining reliability.

Our prior work [6] Threshold-based Majority Voting Scheme
(TMVS) introduced an efficient approach based on the majority
voting decoder in a novel way that avoids the pitfalls of standard
repetition coding. The majority voting decoder is much simpler
than a classical ECC decoder, consisting mainly of counting and
threshold operations, which makes it efficient in software. TMVS
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achieved decoding simplicity, single-measurement operation, and
low entropy loss, unlike traditional ECCs. TS-TMVS is a two-stage
enhancement of TMVS that reduces memory overhead while pre-
serving all the advantages of TMVS. The key innovation is to apply
TMVS twice: first to raw SRAM bits to extract intermediate reli-
able bits, then a second time to achieve the target 128-bit key error
probability of 1076, This cascaded implementation creates an er-
ror reduction pipeline that optimizes memory requirements while
maintaining reliability. The contribution of this paper is threefold:

(1) We introduce TS-TMVS, a systematic two-stage adaptation
of TMVS.

(2) We provide a theoretical analysis of error probability, mem-
ory requirements, and scalability of TS-TMVS.

(3) We analytically compare TS-TMVS with the single-stage
approach, including theoretical derivations and qualitative
evaluation of design trade-offs.

The remainder of this paper is organized as follows. Section 2
surveys related work. Section 3 provides a background on SRAM
PUF and TMVS. Section 4 introduces TS-TMVS. Section 5 analyti-
cally evaluates the performance of TS-TMVS. Section 6 analytically
compares TS-TMVS to TMVS. Finally, Section 7 concludes this
work.

2 RELATED WORK

Reliable key generation from SRAM PUFs requires powerful error
correction, yet resource-constrained devices demand low-complexity
decoding. Conventional ECCs such as BCH and Reed-Muller [4] pro-
vide strong error resilience (targeting 10~° key error rates), but in-
cur high decoding complexity due to algebraic operations (e.g. finite-
field arithmetic) and large helper data overhead [3]. Lighter codes
such as Hamming codes [13] offer simpler decoders but insufficient
error correction for typical SRAM PUF noise levels (5-25% BER).
To navigate the trade-off between error correction capability and
implementation cost, several works have adopted hybrid coding
schemes. Pointer-based methods such as Index-Based Syndrome
coding reduce complexity to O(n) by selecting reliable PUF bits via
indices [2], although they incur entropy loss and struggle beyond
15% BER. Soft-decision helper data schemes [10] leverage proba-
bilistic reliability metrics from multiple observations to achieve
a near-optimal correction with O(nlogn) complexity, but require
3-5x memory overhead. Concatenated codes [3, 7] use simple inner
codes (e.g. repetition codes) to reduce the raw bit error rate, and com-
bine with stronger outer codes (e.g. BCH, Golay, or Reed—Muller)
to finalize error correction. Such concatenated schemes achieve
high reliability with simpler decoding logic, offering a more ef-
ficient trade-off than single-layer ECCs. While repetition-based



constructions allow majority voting decoders, they incur signifi-
cant entropy loss [9]. Hybrids combining temporal majority voting
with ECCs [14] demonstrate efficient pre-processing (e.g. reducing
raw BER to < 8%), but require entropy compensation mechanisms.
More advanced variants leverage sequential helper data updates or
machine learning-assisted [11] reliability prediction to dynamically
optimize the correction-complexity trade-off.

Our proposed two-stage majority voting algorithm retains the
lightweight nature of majority voting, but avoids repeated measure-
ments (unlike soft decision schemes), and minimizes entropy loss
(unlike repetition codes). Through its two-stage design, it balances
between decoding simplicity, memory demands, and key reliability
to offer a practical solution for microcontroller deployments.

3 PRELIMINARIES

3.1 SRAM PUF Fundamentals

A typical SRAM cell, such as the 6-transistor (6T) design, comprises
six transistors ideally expected to behave identically. However,
nanometer-scale process variations break this symmetry, produc-
ing unique and unpredictable characteristics per cell. On power-up,
stable cells consistently initialize to a preferred state (‘0’ or ‘1°),
while unstable ones are influenced by noise and environmental
factors such as temperature and voltage. This randomness leads
to variation across repeated power-ups. The Hamming distance
dp (R, R’) quantifies the number of differing bits between two re-
sponses R and R’. The raw bit error probability p. - the likelihood
of a bit flipping between instances — is critical to reliability, and is
often minimized via stabilization techniques. Assuming that each
bit arises from an independent and identically distributed (i.i.d.)
process [1], the Hamming weight of an n-bit string, defined as the
number of non-zero bits, follows a binomial distribution with suc-
cess probability p, where each cell outputs ‘1’ with probability p.
The corresponding probability mass function is the probability of
observing exactly i 1’s in n independent bits, and is given by:

fa(isn,p) = (?)pi(l -p)" (1)

3.2 Threshold-based Majority Voting Scheme
(TMVS)

We adopt a threshold-based selection approach called “TMVS” [6].
Assuming unbiased SRAM memory, where p = % TMVS evaluates
the Hamming distance between an n-bit SRAM response and can-
didate codewords from a predefined codebook. Responses whose
distance is too close to § for all codewords are discarded as they are
more susceptible to bit-flip errors. The number of bit-flips n, in an
n-bit response follows a binomial distribution, which can be approxi-
mated by a normal distribution with mean i, = np, and standard de-
viation o¢ = \/npe(1 — pe). According to the empirical rule, nearly
all errors lie within [pe + x50.] for sufficiently large x. Choosing
Xo = 6 bounds the error probability to 1.973 - 10~°, and the worst-
case number of bit flips is estimated as Ne max (Xo) = [fe + Xg - O¢].
TMVS selects a sequence R only if there exists a codeword S such
that the Hamming distance dy (R, S) deviates from np by at least
Ne,max, ensuring correct decoding via majority voting even under
worst-case noise conditions.
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Figure 1: Two-stage SRAM key extraction example. Each
n;-bit sequence (u;) maps to Stage-2 cells (up—1st, u;—2nd,
uz—3rd). Green nz-bit sequences form key bits (k;).

Enrollment. A n-bit SRAM segment R is compared to each code-
word S. If it satisfies the selection thresholds:

da(R,S) < [np] — Nemax = THiow @)
di(R,S) = [np] + Nemax = THhighs ®3)

it is retained and its start address and codeword index are stored
in the helper data. Otherwise, the SRAM scan continues from the
sequence R starting at the next bit.

Regeneration. The helper data retrieves the codeword S assigned
to the regenerated noisy sequence R’. The Hamming distance
dr(R’,S) is recalculated and the key bit is reconstructed using
majority voting:

dg(R’,S) < |np] — bitkey =0’ (4)
dg(R’,S) > [np] — bitkey = ‘1’ (5)

Codebook. The code C contains M = |C| binary codewords of
length n, parameterized by (n, x). These parameters directly gov-
ern N max, Which quantifies the selection thresholds and the error
correction capability of the code. We assume unbiased SRAM with
p = 0.5, therefore, we have symmetric thresholds (i.e. THjoy =
THyjgh)- The codebook is constructed such that two codewords
have a minimum Hamming distance of d = 2 - THj,y + 1 and a
maximum of n — d, ensuring that no SRAM response can simulta-
neously satisfy the threshold conditions (2) and (3) for more than
one codeword. Due to this dual-distance constraint, conventional
ECC codebooks are generally not suitable for TMVS. In our im-
plementation, the codewords are generated by exhaustive search
for n < 14 and by random sampling for n > 15, yielding a feasible
set of M codewords under practical constraints. This generation of
codebooks is not inherent to TMVS, and a more efficient generation
is possible through structured methods. Since the codebook is fixed,
it can be hard coded or stored in Read-Only Memory (ROM).

4 TWO-STAGE TMVS (TS-TMVS)

Although TMVS has low complexity, it requires a large number
of SRAM bits. Based on experimental characterization of SCyM
chips in [5], we estimate p, = 0.05, at which TMVS requires over
5000 SRAM bits. To address this limitation, we propose a novel
two-stage scheme that applies TMVS hierarchically. Using two
short error-correcting codes in cascade, we reduce memory over-
head while achieving the desired error probability. This scheme
comprises the enrollment and regeneration phases.



Two-Stage Threshold-based Majority Voting Scheme (TS-TMVS)
for Robust SRAM PUFs

Algorithm 1 EnroLrL Algorithm for TS-TMVS

Algorithm 2 REGENERATION Algorithm for TS-TMVS

Require: SRAM response R € {0, l}NSRAM, codes C1, Cy, thresh-
olds (THiow,1, T Hhigh,1)> (THlow,2: THhigh,2)
Ensure: Secret key k € {0, 1} and helper data D = (A1, S1,S2)
1: Initialize u, k, ﬂi, S{, A1, 81,82 — 0
Stage-1: Intermediate Bit Extraction
2: for i = 0 to Nsgam — n1 do
3 Ry «R[i:i+n;—1]
4 for all S; € C; do
5 d < dg(R1,51)
6: if d < THioy, 1 then
7 Append i, index of S1, and 0 to A7, S, and u; break
8 else if d > THpjgy,; then
9 Append i, index of S1, and 1 to A, S{, and u; break
10: end if
11: end for
12: end for
Stage-2: Final Key Extraction
13: for j =0 to |u| — n2 do

14: Ry «—ulj:j+ny—1]

15: for all S, € C; do

16: d — dH(Rz, Sg)

17: if d < THigy,2 or d > THp;gp > then

18: Append derived bit to k and index of Sz to Sy
19: form=0tony —1do

20: Append A7 [j +m] to Ay and S{[j +m] to S
21: end for

22: break

23: end if

24: end for

25: end for

26: return (k, D = (A1, S1,S7))

4.1 Enrollment Procedure (Algorithm 1)

Codebooks. Let C; € {0,1}™ and C; C {0, 1}" be two ECCs with
selection thresholds (THow,1, THhigh,1) and (T How,2, T Hhigh,2), te-
spectively.

Stage-1 (Intermediate Bits). The SRAM of size Nspam (bits)
is scanned with a sliding window of size n;. Each sequence R; is
assigned a bit b; € {0, 1} if its Hamming distance to some codeword
S1 € C1 is below THioy,1 (mapped to 0) or above THygh,1 (mapped
to 1). This yields a sequence u of L; intermediate bits, with their
addresses and matched codeword indices temporarily stored.

Stage-2 (Key Bits). A sliding window of size ny is applied to
u. Each sequence R is assigned a bit k; € {0,1} if its Hamming
distance to some codeword S; € C is below THjqy, 2 (mapped to 0)
or above THpjgh 2 (mapped to 1). Each accepted sequence yields a
single key bit, forming the final key k € {0, 1}, as shown in Fig. 1.

Helper Data. Only intermediate bits from Stage-1 used in ac-
cepted Stage-2 sequences are stored. The output helper data are
D = (A1, 81, 82), where Ap and S; hold the addresses and code-
word indices of the nj - ny retained Stage-1 segments, and Sy holds
the ny codeword indices of Stage-2. This public data is stored on
programmable NVM memory such as Flash, or on external devices.

Require: Noisy SRAM response R’ € {0, 1}NsraM, helper data
D = (A1, 81, 82), code lengths ny, ny
Ensure: Reconstructed key k € {0, 1}"**
1: Initialize u,k « 0; ny «— |Sy|
Stage-1: Reconstruct Intermediate Bits
2. fori=0tony-ng—1do
3 a; «— Aqli], si < S1li]
4 R; « R'[a; :a; +ny — 1]
5: S1 « codeword in C; with index s;
6: d — dH(Rl,Sl)
7. ifd < |5 then
8 Append 0 to u
9

: else
10: Append 1 tou
11: end if
12: end for

Stage-2: Reconstruct Final Key
13: for j=0tong —1do
14: uj—ufj-nz:(j+1)-nz—1]
15: S2 « codeword in C; with index Sy[ ]
16: d — dg(u;,Sz)
17: if d < | %] then

18: Append 0 to k
19: else

20: Append 1 to k
21: end if

22: end for

23: return k

4.2 Regeneration Procedure (Algorithm 2)

Stage-1 (Intermediate Bits). Using the helper data A; and Sy,
ny - ng sequences of length n each are extracted from the noisy
SRAM response for each address a; € A;p. Each sequence is com-
pared to the corresponding codeword S; € Cy, indexed by S [i]. If
the Hamming distance is at most | n1/2], the sequence is decoded
to 0; otherwise, to 1. This yields a sequence u € {0,1}™ " of
intermediate bits.

Stage-2 (Key Bits). The intermediate bit sequence u is divided
into n; segments of length ny. Each segment is compared to a
codeword Sy € Cy, indexed by Sz[j]. If the Hamming distance is
at most | nz/2], the segment is decoded to key bit 0; otherwise, to
1. The resulting sequence k € {0, 1} is the recovered key.

5 THEORETICAL ANALYSIS

Notation. In TS-TMVS, we use two codes: C; C {0,1}™ and C»
{0, 1}"2, with corresponding selection intervals defined as: T1 =
[0, THiow,1] Y [THhigh,1, m11, T2 = [0, THow,2] U [T Hhigh,2, n2], and
codebooks sizes Mj = |C1| and My = |Cy|. For single stage TMVS,
we use the code C C {0, 1}" with size M = |C| and define a single
selection interval: T = [0, THjow] U [THpigh, n-

N



5.1 Selection Probability

We define Pgjcct the probability that an SRAM sequence R is se-
lected and enrolled with respect to the codebook C, given by:

Pectect(n,T) = M- )", fi3(d;n,0.5) (©)
deT
Proof: See Appendix A.

5.2 Error Decoding Probability

5.2.1 Single-Stage Model. We define Perror as the probability for an
enrolled key bit to be wrongly decoded using the majority voting
decoder. A decoding error occurs when the noisy SRAM response
of a key bit enrolled ‘0’ does not satisfy (4), or when an enrolled ‘1’
does not satisfy (5). This probability is given by:

Perror(n, pe, T)

M L z
) Z Z [fB(d;ﬂ,0~5)' Z [fB(nx;d,pe)
select d'=T21deT oo
'fB(d'—d+n,\r;n—d,pe)]] @
Proof: See Appendix B.

5.2.2  Two-Stage Model. The two-stage decoding probability com-
pounds the errors of the two cascaded decoders. The Stage-1 de-
coder induces an intermediate bit error probability given by Perror,1 =
Perror(n1, pe, T1), which serves as the effective noise rate for the

Stage-2 decoder. This yields a final key bit error probability Perror,2 =

Perror (12, Perror,1, I2), giving the full expression:

Perror, TS = Perror(nZ, Perror(”hpey Tl), TZ) (8)

5.2.3 Key Failure probability. A key can only be successfully re-
constructed when all the decoded key bits are correct. Thus, the
failure probability is defined as follows.

Pfail =1-(1 _Perror)nk (9)

To achieve Pg, < 107 for n; = 128, a target bit error rate of
Perror < 7.81- 1077 must be satisfied.

5.3 Memory Requirements
5.3.1 SRAM Requirement.

Single-Stage Model. To generate a key of length nj using a single
code C of length n, the number of SRAM source bits required during
enrollment is:

Nspam (ng, n, T) = ng (n+ 1 (10)

1
Pselect(n, T)
Proof: See Appendix C.1.

Two-Stage Model. The Stage-2 code C; needs ny accepted se-
quences of length ny, requiring Nspam, 2 = Nspam (g, n2, T2) bits.
To generate Nspam 2 intermediate bits at Stage 1, the number of
raw SRAM bits needed is Nsram1 = NSRAM(NSRAM,Z’ ni, T1). This
total Nspam 1 represents the full SRAM size needed at enrollment
and can be written compactly as:

1 1
NSRAM, TS = Nk nz+——1) (n1+—_1
Pyelect (n2, T2) Pyetect(n1, ) b
11
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Figure 2: Minimum SRAM requirement (in kiB) for a two-
stage configuration using codes of lengths n; and n; at p, =
0.05. Invalid configuration has Pg,;; > 107° for a 128-bit key.

5.3.2  Helper Data Requirement.

Single-Stage Model. Helper data stores selected SRAM addresses
and the indices of their matched codewords. Assuming a pointer
size of w bits, the helper data size is:

Nhelper =2w+ (ng — 1) |-10g2 (NSRAM)] +ng [logz (M)] (12)
Proof: See Appendix C.2.

Two-Stage Model. The size of the helper data defined in Sec-
tion4.1as D = (A1, 81, Sy) is:

Nhelper, Ts = 3w + ngnz [log, (Nspanm, 1s) |
+ ngny [logz (Ml)-| +ng {logz (Mz)-| (13)
Proof: See Appendix D.

If the same code is reused for both stages, one codebook pointer
can be omitted, reducing the size by w bits.

5.3.3 Codebook Size.

Single-Stage Model. The number of bits needed to store a code-
book is Nygge = n - M.

Two-Stage Model. If the used codes are different, their codebooks
must be stored independently. Thus, the total memory of the code-
book is Neode, Ts = na2Mp + 8 - niMi, where § = 1if C1 # Cz (or
their parameters differ) and 6 = 0 otherwise.

5.3.4 Resulting TS-TMVS Trade-offs. We now analyze the result-
ing trade-offs of TS-TMVS by evaluating the previously derived
theoretical expressions across various configurations. As an on-
line addition to this paper, the code used to analyze TS-TMVS is
available on GitHub!.

Code Length Impact. Fig. 2 shows the SRAM size required to
meet the target error rate Perror, T5 < 7.8 1077 (corresponding to
Pl < 1070 for a 128-bit key) for different combinations (n1, nz),
with fixed flip probability p. = 0.05. Configurations exceeding
the target error rate are marked invalid, with (7, 7) being the only
such case due to the limited correction capability. We observe a

Uhttps://github.com/Sara-Fa/SRAM-PUF-key- generation/tree/main/two_stage_tmvs
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Figure 3: Optimal SRAM and helper data sizes across p, for
configurations satisfying Pp,;; < 107° for a 128-bit key. Labels
show code lengths (n;/n2) used at (Stage-1/Stage-2).

symmetric structure due to the interchangeability of the Stage-1
and Stage-2 roles. SRAM size increases monotonically with the code
length, driven by the sharp drop in the selection probability for
longer codes.

Resource Trajectory Analysis. Fig. 3 shows the minimum required
SRAM and helper data sizes (with w = 32 for 32-bit systems) as
functions of the bit flipping probability p., across all code combi-
nations achieving the target key failure error Pgj < 107 for a
128-bit key. As expected, SRAM size increases with p, due to the
need to select more robust (longer) codes with larger lengths and
tighter selection thresholds, which inherently reduce the selection
probability Pgeject and thus increase total SRAM consumption, as
captured by (10). The helper data size exhibits a generally increas-
ing trend, but its behavior depends on both the code lengths and
their assignment to the two stages. According to (13), the dominant
term scales linearly with ngny, where ny is constant, while other
components such as log, (Nspam, 15), log, (M1), and log, (M2) con-
tribute only logarithmically. Therefore, to minimize helper data
size, it is always preferable to reduce ny — i.e., assign shorter codes
to Stage-2. This choice reduces the number of retained intermediate
bits and reduces both address offset and Stage-1 codeword index
terms. Shorter codes used in Stage-2 also benefit from a higher
selection probability, which reduces the number of discarded inter-
mediate bits needed to produce a fixed number of output key bits.
Overall, configurations with longer codes in Stage 1 and shorter
ones in Stage-2 consistently achieve better helper data efficiency.

Error-SRAM Trade-off Across Noise Levels. Each curve traces the
Pareto-optimal configurations minimizing SRAM usage for a given
decoding error. Lower p, values yield flatter frontiers, while higher
pe values require more SRAM to maintain low error rates. The red
dashed line indicates the decoding error threshold 7.8 - 10~%, which
corresponds to Py = 107° for a 128-bit key. The black square
markers highlight the first configuration along each Pareto frontier
(corresponding to different values of p.) that achieves this target
error with the smallest possible SRAM footprint.

Pe=0.050
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Figure 4: SRAM-error trade-off for different p, values.

6 COMPARING TO TMVS

Using the theoretical results from Section 5, we compare TS-TMVS’
overhead with the single-stage approach and briefly explain in
Appendix E why adding a third stage is suboptimal.

6.1 Memory Overhead

Fig. 5 compares the memory demands of the two-stage and single-
stage methods in terms of SRAM, helper data, and codebook size
over increasing bit-flip probabilities p.. At low noise levels (e.g.,
Pe < 0.05), which are less common in real SRAM PUFs, the single-
stage TMVS requires slightly less SRAM. However, when p, in-
creases to 0.075, its SRAM usage grows to 4.2 kiB compared to
1.2 kiB for TS-TMVS- a 3.5x reduction in memory requirements.
At pe = 0.085, TMVS’ efficiency degrades rapidly and it fails to
meet the target error Peyror < 7.8 1077 even with the largest tested
code (length 47), implying even larger codes—and higher memory
costs—would be needed. In contrast, the two-stage method scales
smoothly with p, and reliably achieves the error constraint with
significantly lower SRAM usage under high noise. The helper data
subplot shows that the two-stage method consistently requires less
memory for all p,, due to its partitioned structure that limits re-
tained segments and reduces pointer/index overhead, as discussed
in Section 5.3.4. Codebook size trends are less uniform, but gen-
erally favor the two-stage method, which uses shorter codes, and
hence smaller individual codebooks. Codebooks are pre-generated
externally, stored in ROM, and require no on-device computation.
Overall, combining reductions in SRAM and helper data makes
the two-stage method more scalable and practical for noisy and
resource-constrained settings. The accompanying table reports the
code lengths and decoding error probabilities across p, values (col-
umn headers). Orange cells mark single-stage configurations that
exceed the error threshold.

Remark: We assume a 32-bit platform with pointer size w = 32,
typical of many constrained microcontrollers.

6.2 Time and Space Complexity

We focus our analysis on the regeneration phase, as it occurs each
time the secret key is reconstructed, unlike enrollment which is
performed only once per device. In TMVS, each of the nj secret bits
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Figure 5: Resource usage vs. pe (with Perror < 7.8 - 1077, corre-
sponding to Pg,; < 107 for a 128-bit key).

is derived by reading a noisy SRAM segment R’ and its correspond-
ing codeword S, both of length n, using the addresses and codeword
indices stored in the helper data; the two are then compared via
bitwise XOR, summation (to compute Hamming distance), and a
comparison against %. These operations are repeated n; times on
sequences of length n, and if n > 32, devices with 32-bit micropro-
cessor must process each sequence in multiple 32-bit steps.

The two-stage method first performs similar operations on ny - na
segments of length ny, producing ny - np intermediate bits stored
in registers. Then, a second round of n;. XOR-sum-compare steps
is applied to groups of ny intermediate bits. Since our results show
that ny < 11, the total number of operations in the two-stage
method—approximately (nz+1)-ng—is up to 11 times higher than in
the single-stage case, assuming the latter uses a code length n < 32.
However, because both n1 and ny are small, all operations in the two-
stage scheme fit within a single 32-bit register. The intermediate
ny - ng bits produced by Stage-1 must also be stored temporarily,
unlike in the single-stage method. Importantly, ny is chosen to be
smaller than n; to minimize this overhead. In contrast, for single-
stage codes with n > 32, operations must be split across multiple
CPU cycles, reducing the time complexity advantage. Overall, the
added complexity of the two-stage approach remains manageable,
and the real-world performance gap between the two schemes is
relatively small.

7 CONCLUSION

We present the Two-Stage TMVS (TS-TMVS) algorithm that reduces
the memory overhead by 3.5x at 7.5% bit-flip rate while preserving

Faour et al.

the low-complexity advantage of the original single-stage TMVS ap-
proach. Through comprehensive analysis of SRAM, helper data, and
codebook requirements, we demonstrate superior efficiency over
the single-stage approach, especially at higher error rates where
TMVS does not achieve the target reliability 107 with practical
resources. This optimized error-memory trade-off enables robust
cryptographic key generation for resource-constrained devices.
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APPENDICES
A PROOF OF SELECTION PROBABILITY
FORMULA (6)

The probability for any SRAM sequence R to be selected with re-
spect to a single codeword S € C, is, in fact, the probability for
dir (R, S) to satisfy (2) or (3), which means that a sequence has at
most THjyy, or at least THy;gy, different bits with S. Assuming the
probability of one bit of R having a ‘1’ value is p = 0.5, then the
probability of R to have a Hamming distance d to a fixed codeword
S = s follows a binomial distribution Binomial(n, 0.5). Therefore,
the probability for R of having a Hamming distance of at most
THioy or at least THpg, is given by:

Poctect(s) = ) f3(dsm,0.5), (14)
deT

where T = [0, THow] U [THpjgh, n] is the selection interval.
We explained in Section 3 that the codewords do not overlap, i.e. an
SRAM sequence R can be selected with respect to a single codeword
only. We extend the proof of (14) from a fixed codeword S = s to
some codeword S € C. Thus, the events of selection with respect
to M different codewords are disjoint and the probability of their
union (the event that a codeword is assigned to R) is equal to the
sum of their probabilities. Therefore, since Pgelect(s) is independent
of s (owing to the assumption p = 0.5), the probability of selection
with respect to C is equal to M- Pgeject ($), which combined with (14)
implies (6).

B PROOF OF ERROR PROBABILITY
FORMULA (7)

We define Perror as the probability for a single enrolled key bit,
denoted K;, to be wrongly decoded using the majority voting de-
coder, i.e. K] # K;, where K] is the regenerated - decoded - key bit.
Referring to the decoding rules presented in (4) and (5), a key bit ‘0’
is wrongly decoded if and only if the Hamming distance between
the noisy SRAM response R’ and the codeword S that was assigned
to it, is strictly larger than |np|, and vice versa when a key bit ‘1’
is wrongly decoded. In the following proof, we denote by capital
letters such as K; and Kl' the random variables (RVs), and by small
letters their values; for better clarity we use the notation Py to refer
to the probability distribution of a RV Y. The definition of error
probability given above can be represented as:

Perror =Pk,k, (ki # k)
=Pk, k, (ki = 1lk; = 0)Pk; (ki = 0)
+ Pk, (kj = 0lk; = 1)Pk; (ki = 1) (15)
=Pprx,(d" > [npllki = 0)Px, (ki = 0) (16)
+ Pk, (d" < |npllki = )P, (ki = 1) (17)
The remainder of this proof focuses on deriving the probability mass
functions present in (16) and (17). First, we calculate Pk, (k; = 0)
and deduce Pk, (k; = 1). Then we derive Pprk, (d’ > [np]lk; = 0)
and deduce Pp g, (d” < [np]lk; = 1) to avoid repetition.

We define the probability that an enrolled key bit has a value
ki = 0, as the probability of satisfying diy(R,S) < THigy so that
the sequence R is selected or enrolled with respect to a codeword
S according to (2) and (3). This probability is derived using the

probability mass function (pmf) of the binomial distribution given
in (1), and assuming p = 0.5 as follows:

30w fi(1:m,0.5)

Pk, (ki =0) = . (18)
l Yjer f8(j3n,0.5)
THlo\v
M
= : B(1;n,0.5), (19)
Pelect g f

where T = [0, THjow] U [THpjgh, n] is the allowable distance inter-
val, and the denominator in (18) is substituted using (6) for simplic-
ity. Similarly, the probability for an enrolled key bit to have value
ki = 1 can be deduced using:

Pg;(ki=1) =1~ Px,(k; = 0) (20)

We define the RV D’ = dy(R’, S) as the Hamming distance of the
regenerated SRAM response that cannot be correctly decoded. As
described earlier, the values taken by D’ are larger than or equal to
[27.ie.d" € {[§]....,n}, and since these events of D’ are disjoint,
we have the following equality:
n
Poi (@ 2 [Z1ki=0)= 3 Pou(@lki=0)  (21)
=31

Next, we calculate the probability of D’ for having a value d’. We use
the marginal probability distribution of Pp/k, (d’|k; = 0), expressed
in (23), where we introduce a new RV D = dyg (R, S) defined as
the Hamming distance obtained during enrollment of the SRAM
sequence R with S. Given that the enrolled key bit has value k; = 0
- since Pprk, (d’|k; = 0) is the conditional probability of D’ given
K; - we can deduce that D takes value d € {0, TH)yw }-

THiow

Ppg;(d'|ki = 0) = Z Pp'pk; (d', dlk; = 0) (22)
d=0
THigw

= > [Poor,(@1d ki = 0) - P, (dlk; = 0)]

d=0

(23)

The probability of D for having a specific value d with a sequence

R, such that R is enrolled as k; = 0, is given by:

d;n, 0.5
Poi dlks = 0) = —BEmO3)__
S How f(1:m,0.5)

Now, we need to calculate Ppy pg;, (d’|d, ki = 0): the probability for
a noisy SRAM response R’ to have di(R’,S) = d’ knowing that
du(R,S) = d and k; = 0. We define the set X = {j|(R® S); = 1}
to describe the positions j of the bits that differ between R and S,
i.e. where the j-th bit of R® S is 1. The set complement X¢ is the set
of all bit positions of R that are in the universal set {1, 2,...,n} but
not in X. The number of elements in each set are given by |X| = d
and |X€¢| = n — d. We distinguish between two types of bit flips
that occur during the generation of R’: 1) bit flip at position j € X,
resulting in a reduction in the number of different bits with S and
thus decreasing d’; 2) bit flip at position j € X, resulting in an
increase in the number of different bits with S and thus increasing
d’. Recall that d’ represents the value of dif (R’, S) that is wrongly
decoded, hence d’ > d. We define the RV Ny as the number of
bit flips occurring in R at positions {jo, ..., jn,} € X. To obtain

(24)



d’ from a reference value d, we have several scenarios: ny = 0
(no bit flips in positions X) and d’ — d bit flips in X° positions;
ny = land d’ —d+1bitflipsin X’; ny = 2and d’ —d + 2
bit flips in X¢; etc. Thus, nx bit flips can occur in positions X
with probability Py px; (nx|d, ki = 0) = fg(nx;d,pe). To get a
final Hamming distance d’, given these ny bit flips occurring in
X, ny bit flips should occur in X¢ to compensate the decrease of
distance, plus d’ — d more bit flips in X° to reach a final distance d’,
this event has a probability Pp/ny pk, (d'|nx.d, ki = 0) = fg(d’ -
d + nx;n — d, pe). Therefore, we calculate Pp/pg, (d’|d, k; = 0)
using its marginal distribution - see (25) and (26) - to introduce the
different n x scenarios, and we substitute in (26) the pmfs Py, pk;
and Ppr Ny DK; given above, as follows:

z
D Pongok, (', nxld ki = 0)

Pppk,(d’'|d ki = 0) = (25)
nx=0
z
= > [PoNyDK; (@ Inx, d.k; = 0)
nx=0
- Pnypk; (nxld, ki = 0)] (26)
z
= > Ifs(d —d+nxin—d,pe)
nx=0
- fe(nx;d, pe)l (27)

where the upper bound z of nx follows from the two facts: 1) we
can have at most d bit flips at positions X, hence ny < d; 2) we can
have at most n—d bit flips at positions X¢, hence d’ —d+nx < n—d.
By summing both inequalities, we obtain:

n—-d +d ,
ny < ————=z (28)
2
By replacing (24) in (23), and (23) in (21), we obtain:
, n
Ppri; (d” 2 [ 1lki = 0)
n THpw

d;n, 0.5

=) Z S0 (@l ki =0)|  (29)

sTHi £
Zico™ fB(i3n,0.5)

a=T21

When multiplying (19) by (29) the denominator term Zile"‘” fB(i;n,0.5)
can be taken outside the summation symbols in (29), because it is
independent of d and d’, hence, it is simplified with the same nu-
merator term in (19) to produce:

> [21lki = 0)Py, (ki = 0)

n THiow

2,

21 d=o

Pprg,(d’

[f5(d;n,0.5) - Ppp; (d'ld, ki = 0)] ~ (30)

select dr=

Finally, substituting (27) in (30) gives the term (16). To deduce the
term (17), we replace THjoy, by n — THpigp, and refer to S (comple-
mentary to S) in calculating the Hamming distance instead of S.
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This gives us:

n THigw

2,

Pelect P
d’=[5] d=0

Perror -

[f3(d:n,0.5) - > [fs(nx:dpe)

nx=0

fa(d' —d+nx;n—d pe)ll
n h— Tthgh
Z > fs(din05)- Z [f(nx:d pe)
Pelect d'=T2] d=0 nx=0

fa(d' —d+nx;n—d pe)]] (31)

Since the terms inside the summations are identical, we use the
interval T = [0, THyoy ] U [T Hyigh, n] to simplify the two summation
in (31) into a single one, which implies (7). This concludes the proof.

C PROOF OF TMVS MEMORY REQUIREMENTS
C.1 Proof of SRAM Requirement

During enrollment, SRAM sequences that do not meet the selection
criteria (2) and (3) are skipped. Let Nggjpped be the number of such
skipped sequences when enrolling ny bits as secret key. In total,
Nikipped + 1k SRAM sequences are tested with (2) and (3) to enroll
ny bits. Therefore, we represent Pgect, calculated in Section 5.1, in
a ratio format as follows:

Nk

~ o (32)
Nskipped + nj

Pgelect =
Equation (32) allows us to deduce the ratio of skipped bits per single
enrolled key bit:
N, skipped 1
nk Pgelect
If a selected sequence consumes n bits and a skipped one costs 1 bit
(due to window sliding), the total number of required SRAM bits is:

N, skipped
Nk
Substituting (33) into (34), we obtain the SRAM requirement in (10):

1 )
-1
Pelect

C.2 Proof of Helper Data Requirement

Address Off sets: We store w the address of the first selected SRAM
sequence (as a pointer), i.e. base address, and the offsets for the
other ny — 1 selected sequences. The number of bits required to
store these offset values is at least (ng — 1)[log, (Nspam) 1. Thus,
the number of bits required to store helper data related to SRAM
addresses is:

-1 (33)

NsraM = 1k (n + (34)

NspraAM = N (n + (35)

Nhelper,a = w + (ng — 1) [logy (Nsram) | (36)

Codeword Indices: Similarly, we store the address of the code-
book C (only first element), and then the indices for the assigned
codewords. Hence, the number of bits required to store the offsets
is at least ny [log,(M)]. Therefore, helper data size only increases
logarithmically with an increasing number of required SRAM bits
and codewords. The number of bits required to store helper data
related to assigned codewords is defined as:

Nhelper,S =w+ng [Ing (M)-| (37)
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Total Helper Data: Adding both terms:

Nhelper = Nhelper,ﬂ + Nhelper,S (38)
=2w+(n—-1) [log2 (NSRAM)] + ny [log2 (M)] (39)

D PROOF OF TS-TMVS HELPER DATA
REQUIREMENT

In the two-stage construction, only a subset of intermediate bits
from Stage 1 - those used in accepted Stage-2 groups — are stored.
Therefore, the helper data consists of:

D = (A1.S1,S2)
Here:

o A;p:base address and offsets for the ny - ny selected Stage-1
segments.

o S;:indices of the corresponding Stage-1 codewords.

e Sy: indices of the Stage-2 codewords (one per key bit).

Each component requires:
N, =w+ (ngnz — 1) [logy, (Nspam, T5) |
Ns, =w+ngny [log, (M)]
Ng, =w+n [log, (Mz)]

Adding all terms and simplifying using (ngngz — 1) = ngny, we
obtain:

Nhelper, Ts = 3w + ngnz [log, (Nsgam, 15) |
+ngny [logy (My) ] + n [log, (M) ] (40)

If the same code is reused for both stages (C; = Cy), one pointer
can be omitted, reducing the size by w bits.

E ADDING A THIRD-STAGE

To evaluate the optimal number of stages in the cascade architecture,
we analyze the total SRAM bit requirement given by (11). It has
been previously established (see Fig. 2) that shorter codes tend to
minimize the SRAM size due to their higher selection probability.
To provide a concrete illustration, we consider the smallest ? usable
code n; = 7 with perfect selection probability Pgelect(n1,T1) = 1,
for which the first-stage term (ng + m — 1) simplifies to
n1. One may consider adding a third stage in an attempt to replace
a longer second-stage code ny with two shorter codes nj, and ns.
However, such a modification is only advantageous if the resulting

product
, 1 1

2t Pselect(n,Z’ Tgl) 1) ("3 i Pselect(n3, T3) ! 4

is smaller than the original second-stage term (ny + },; -1).
select (112,T2)

Since the shortest allowable code has length 7, we evaluate the best-
case scenario for the third-stage approach by assuming both n?, and
n3 are 7. This yields a minimal product value 7 X 7 = 49 of term (41).
Our analysis indicates that, for all practical values studied (e.g.,
ny < 15), the original second-stage term remains well below this
threshold. Therefore, adding a third stage does not reduce the total

2In this analysis we do not distinguish between the ordering of shorter or longer codes
across stages, as the combinations are symmetric in the total SRAM size, as confirmed
by Fig. 2.

SRAM cost and is suboptimal for the typical error rates considered.
Furthermore, introducing a third stage increases the total number
of decoding operations by nynqn. This additional overhead is only
justifiable in extreme cases, such as very high bit-flip probabilities
Pe, where much longer codes (e.g., ny 2 47) become necessary.
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